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Part 1
Passive Network Measurements
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PRESS RELEASE
June 6, 2011

Apple Introduces iCloud

Free Cloud Services Beyond Anything Offered to Date

SAN FRANCISCO—1June 6, 2011—Apple® today introduced iCloud®,
a breakthrough set of free new cloud services that work seamlessly
with applications on your iPhone®, iPad®, iPod touch®, Mac® or PC to
automatically and wirelessly store your content in iCloud and
automatically and wirelessly push it to all your devices. When anything
changes on one of your devices, all of your devices are wirelessly
updated almost instantly.
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Official Blog

Insights from Googlers into our products,
technology, and the Google culture

Google

Introducing the Google+ project: Real-life sharing, rethought

for the web
June 28, 2011

Update: For our international readers, this post is also available in French, German,

Italian, Japanese, Portuguese, Russian and Spanish. - Ed.

Among the most basic of human needs is the need to connect with others. With a

smile, a laugh, a whisper or a cheer, we connect with others every single day.
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Introducing the

for the web
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Update: For our interng

Italian, Japanese, Port

Among the most basig

smile, a laugh, a whisp

Microsoft purchased Skype for $8.5 billion, deepening the company'’s longstanding focus on real-time video and
voice communications, and providing new market opportunities serving Skype’s 160-plus million active users




PRESS RELEASE
June 6, 2011

Apple In

Official Blog
Microsoft acquires Skype

Free Cloud Servic:

© This article is more than 10 years old

SAN FRANCISCO—Ju
a breakthrough set of fr
with applications on yo _
automatically and wirelé Introducmg the
automatically and wirel¢ for the web
changes on one of your June 28, 2011
updated almost instantl

Spotify announces launch in the US

Swedish music streaming service expands beyond Europe for first
time after two years of negotiations with record companies

Jemima Kiss

¥ @jemimakiss
Thu 14 Jul 2011 01.46 BST

Update: For our interng

Italian, Japanese, Port f v

Among the most basic

smile, a laugh, a whisp

O Daniel Ek, co-founder and CEO of Spotify: the company has been valued at around $1bn.
Photograph: Rasmus Andersson/Spotify

It has taken two years of intense wrangling with record companies and
triggered wave after wave of speculation about future business models for
the industry - now Spotify, the Swedish streaming music service, has finally
announced that it will launch in the world's biggest music market, the US, on
Thursday.

Microsoft purchased Skype for $8.5 billion, deepening thg
voice communications, and providing new market opport




Encrypted Traffic across Google

—— Across Google
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Encrypted traftic at Berkeley Lab
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Typical Network Monitoring Setup




Source: https:/my.es.net/
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Incoming traffic

v

Mac Rewrite Device

172.29.12.12 | 37862 | 192.0.78.212| 443 | TCP

3far95...

192.0.78.212 | 443 |172.29.12.12| 37862 | TCP
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Incoming link packets  Outgoing link packets
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Whatis Zeek?

Notifications

Logs Automatic Actions
A A

7eekK

Script Interpreter

T

Event Engine <

T

Protocol Parsers

A

Network Traffic




Check your data

* Goal: Be sure that your data is complete and internally consistent
» Often surprisingly tricky to do when you have a large amount of data

* First step: check that your TCP (and UDP) sessions look reasonable



Z.eek Connection History

N
/N
Syn/Ack Ack
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Check that your data is complete




Check that your data is complete



Typical Network Monitoring Setup

Border gateway
Traffic H
-
Measurement machine
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Internal Network




Capture loss

» Zeek log that uses TCP Gap/ACK analysis to determine actual amount of data lost

ts _delta Gaps Acks Perecent _|lost

900 93372 4593277 2.04
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»9161,49162,a9171,a9172,50,56,19,h MaL L e A8 S -
i9161,a9162,49171,A9172,50,56,19,h pop.gmail.com 9,10,11 © B >y
h9161,A9162,49171,&9172,50,56,19,& mail.m57.biz 9,10,11 (empty) - - - r an K
49161,&9162,&9171,49172,50,56,19,& pop.gmail.com 9,10,11 @ - ad0b17ch3c22a75a8ee47b2d3hb02c468b8ef918b1f56f10avnauv,v-v.- At
h9161,h9162,49171,h9172,50,56,19,h,6566a,h58944 - (empty) (empty) - 8dab26cfd60d0b40bf7089b51d9551b0bbf5he6c7h66a2015010b893698bf35e AGinpg =g ¢
49161,a9162,49171,h9172,50,56,19,&,6566&,4589&4 - (empty) (empty) - 21af5874ea6badbdebb3b1aa5332808fbf8a247d98ec7f774938a281267fed38,1085a6f45hd0c91198fddab11a31c7loaouuuuuU.,__
|0,98,3,6,19,18,99 - (empty) (empty) - 5d2bOA66ab9786b8dadf8d2babaf8bcdb6bd08818f02f7ec5fbc66855501e59d (empty) F - - - - - - - - - o
i0,98,3,6,19,18,99 - (empty) (empty) - - - F - - - - - - - - - - - - 0 - -
,h9161,b9162,49171,491 2,50,56,19,4 - 190,11 (emp y) - 5d2b0b66ab9786h8dadf8d2babaf8bcdb6bdc8818f02f7echbc66855501e59d (empty) F - (% 23,24,25 - - - -
2,57,56,49167,49157,53,49159,&9161,49169,&9171,51,50,49164,&9166 49154 ,49156 A,S,47,49160,&9170,22,19,49165,h9155,65279,10 mail.m57.biz 9,10,11 (empty) - eb17b080bf8cf201e351e415b5696h2e8dd7c91c53edd01c1
30,98,3,6,19,18,99 - (empty) (empty) - eb17b080bf80f201e351eh15b5696b2e8dd7c91053edd01cfcdfllef6h2d2bfb (empty) F - - - - - - - - - -
,A9161,49162,49171,&9172,50,56,19,4 - 10,11 (empty) - 5d2b0466ab9786h8dadf8d2babaf8bcdb6bd08818f02f7ec5fbc66855501e59d (empty) F - 9 23,24,25 - - -
00,98,3,6,19,18,99 - (empty) (empty) - - - F - - - - - - - - - - - - 0 - -
.00,98,3,6,19,18,99 - (empty) (empty) - 5d2b0466ab978648dadf8d2babaf8bcdb6bdc8818f02f7ec5fbc66855501e59d (empty) F - - - - - - - - -
i,a9161,a9162,49171,&9172,50,56,19,&,65664,&589&& - (empty) (empty) - da8f11f1249b7aAde2d5570da52f22385942805cc9e2c28dfe83e787803ec18,09ed6e991fc3273d8fea317d339002041861973549cfa6e1558fb11f11211aa
5,49161,h9162,49171,49172,50,56,19,4 watson.microsoft.com 9,10,11 (empty) - eeOe1b1783a992d9310dbd8d1feh5b64h7504d87cca6&23faff5670ec88b7811,ha5be03d0e56d3583301d33870bOAZ008aAb868988d6570ec0b336Af91d9ced
72,136,135,5 ,56,&9167,49157,132,53,49159,A9161,49169,&9171,69,68,51,50,4916&,a9166,A9154,49156,150,65,4,5,&7,&9160,49170 22,19 49165,&9155,65279,10 dsa.csdatal.com 9,10,11,35 (empty) - b9398614ef0db52£
7 56,132,53 69,68,51,50,150,65,A,S,h7,22,19,65279,10 - (empty) (empty) - 9 Ad377595bc66736796e36fc65adc4bfa7b6c3 2e7350hbf16a4991059f07f1,6c50659e56f671419c712e19924ff2b1f7dl912bha037czha57947f3930d07t
72 136,135,57,56,49167,h9157,132,53,49159,h9161,49169,&9171,69,68,51,50 49164 ,49166 49154 h9156,150,65,&,5,&7,&9160,h9170,22,19,49165,&9155,65279,10 ad.yieldmanager.com 9,10,11,35 (empty) - b622854!
72,136,135 57,56,49167,49157,132,53,49159,&9161,49169,&9171,69,68,51,50 49164, 49166 49154 49156,150,65,4,5,47 A9160,49170,22,19,49165,&9155,65279,10 ads.revsci.net 9,10,11,35 (empty) - 97hd377595bc667
.0,h9161,49162,A9171,49172,50,56,19,a mail.m57.biz 9,10,11 (empty) - eb17h080bf8cf201e351ea15b569642e8dd7c91c53edd01cfcdf11ef642d2bfb (empty) F - ) 23,24,25 - -
.0,&9161,&9162,49171,h9172,50,56,19,4 pop.gmail.com 9,10,11 © - ad0b17043c22a7538eeA7b2d34b02ch68b8ef918b1f56f1da9b305701049a0e5,250da2691be97c9a330eef7e311c14fb01846e058a99cea9bd1125bd25a0cad5
100,98,3 6,19,18,9 - (empty) (empty) - 5d2b0h66ab978648dadf8d2babaf8bcdb6bdc8818f02f7ec5fb066855501e59d empty) F - - - - - - - - -
L0,49161,49162,&9171,49172 50,56,19,4 mail.m57.biz 9,10,11 (empty) - - - F - 9 , 24,25 - - - - - - - - - )
10,a9161,49162,49171,h9172 50,56,19,4 pop.gmail.com 9,10,11 © - ad0b17c43c22a75a8ee47b2d34b02cb68b8ef918b1f56f1da9b305701049b0e5,250da2691be97c9a33ceef7e311c1bfb01846e058a99cea9bd1125bd25a0cad5
10 49161,&9162,&9171 49172 50,56,19:4 ~ 10,11 (empty) - 5d2b0466ab9786k8dadf8d2babaf8bcdb6bdc8818f02f7ec5fbc66855501e59d (empty) F - 0 23,24,25 - - -
100,98,3,6,19,18.99 - (empty) (empty) - eb174080bf8cf201e351eh15b569642e8dd7c91c53eddalcfcdfllef6h2d2bfb (empty - - - - - - - - -
,100, 99 - (empty) (empty) - eb17k080bf8cf201e351eb15b5696h298dd7c91053eddelcfcdf11ef6h2d2bfb (empty) F - - - - - - - - -
10,49 ‘ 9 2,50,56,19 mail.m57.biz 9,10,11 (empty) - eb174080bf8cf201e351eA15b5696h2e8dd7c91053edd01cfcdfllef6a2d2bfb (empty) F - 23,24,25 - -
10,49 1,49162 5 op. il com 9,10,11 © - d0b17cA3c22a75a8eeh7b2d34b02ch68b8ef918b1f56f1da9b3057010h940e5,250da2691be97c9a33ceef7e311c1hfb018b6e058a99cea9bd1125bd25a0cadS
),100, (emp ocmp t 91e35 569642e 7c91c53edd01¢fcdfllef6b2d2bfb (empty) F - - - - - - - - -
y,100,98; 198 8, (empt o f fle b 3edd@lcfc mpty) F - - - - - - - - -
,10,h9161,h9162,a9171,h9172,50. V104 ail. Lbi ‘ Y e OEm8Cc Ble 5696 7 dfl 642d2bfb (empty) F - () 23,24,25 - -
,10,h9161,A9162,h9171,49172,50,56,19,4 pop- 1.com 0,19, - [A e4?7 4b0 NN 26 BliP a33cee e3ﬂ!llhfb018k6e058a9 eaiPdllZde25a0cad5
9,100,98,3,6,19,18,99 - (empty) (empty) - eb17h080bf8cf201e351ea15b5 6h42e - — - -
9,100,98,3,6, , 18, - (empty) (empty) - eb174080bf8cf2019351ek15b5696h2e8dd7c91c53e 1ef - -
9172 ,57 56,&9167,49157 53 h9159,h9161,h9169 a9171,51,50,b916h,h9166,49154,49156 4,5,&7,&9160,49170,22,19,49165 49155, v biz ,10, mRy) - 195 53edd
,9172,57,56 49167 ,49157 53 a9159,a9161,49169 49171,51 50,4916&,49166,&915&,&9156,4,5,47,49160,&9170,22,19,49165 49155,65279,10 mail.m .biz 9,10,11 (empty) - - 23,24
,9172,57,56 49167 ,49157,53 49159,49161,&9169 49171,51,5 ,A916A,a9166,h915a,h9156,h,5,h7,h9160,49170 22,19,49165 a9155,65279,10 mail.m57.biz 9,10,11 (empty) - ebl74 f8cf201e351eb15b5696a e8d 1c53edt
,9,100,98 ,6,19,18, - (empty) (empty) - eb17h080bf8cf201e351eb15b569642e8dd7c91c53edd01cfcdfllef6h2d2bf (empty) F - - - - - - - - -
a9172,136,135,57,56 49167 , 49157 132 ,53,49159 49161 ,49169 49171,69,68,51 50,4916&,49166 h9154,49156,150 65,4,5 h7,49160,&9170,22,19,h9165,h9155,65279,10 addons.mozilla.org 9,10,11,35 0 - 373e
,9,100,98,3,6,19,18,99 - (empty) (empty) - eb 7a080bf8cf201e351e415b5696h2e8dd7c91c53eddelcfcdfllef6h2d2bfb (empty) F - - - - - - - - -
h9172,136,135,57,56,49167,h9157,132,53,49159,&9161,49169,49171,69 68 51,50,&9164,&9166 49154 ,49156 150,65,4 5,h7,49160,a9170,22,19,49165,&9155,65279,10 aus2.mozilla.ord 9,10,11,35 0 - 258f
), 9 100,98,3 ,19,18, - (empty) (empty) - eb174080bf8cf201e351eh15b5696h2e8dd7c91053edd01cfcdfllef6a2d2bfb (empty) F - - - - - - - - -
,a9172,57,56,49167,h9157,53 49159,a9161,49169,b9171,51,50,b916h,49166 49154 ,49156, 4 5,47 ,49160 49170 22,19 ,49165 49155 ,65279,10 mail.m57.biz 9,10,11 (empty) - eb174080bf8cf201e351eb15b569642e8dd7c91c53ec
3,9,100,98,3,6,19,18,99 - (empty) (empty) - eb17h080bf8cf201e351e415b569642e8dd7c91c53edd01cfcdf11ef642d2bfb (empty) F - - - - - - - - -
,49172,136,135,57,56,h9167,b9157,132,53,49159,&9161,49169,49171 69,68,51,50 b916a,h9166,49154,49156 150,65,4,5,&7 49160,49170,22,19,49165,49155,65279,10 addons.mozilla.org 9,10,11,35 (% - 373
,h9172,136,135,57,56,&9167,&9157,132,53 49159,49161,A9169,49171 69,68,51,59 b916h,49166,a9154,b9156 150,65,&,5,&7 a9160,49170,22,19 h9165,49155,65279,10 addons.mozilla.org 9,10,11,35 (% - 373
,A9172,136,135,57,56,49167,a9157,132,53,h9159,49161 49169 ,49171 69,68,51,50 a9164,49166,4915a,h9156 150,65,&,5,47 49160 49170,22,19 h9165,h9155,65279 10 addons.mozilla.org 9,10,11,35 ) - 373
.,49172,136,135,57,56,a9167,49157,132,53,&9159,&9161,49169,49171 69,68,51,50 h916b,h9166,4915h,h9156 150,65,4,5,&7 49160 49170,22,19 b9165,49155,65279,10 addons.mozilla.org 9,10,11,35 0 - 373
!,49172,136,135,57,56,&9167 49157,132,53 h9159,49161,a9169,a9171,69,68,51,50,4916&,&9166,&9154,49156,150,65,4,5, 7,&9160,&9170,22 19 a9165,49155,65279,10 addons.mozilla.org 9,10,11,35 9 - 373
Z,h9172,136,135,57,56,49167 49157,132,53 49159 ,49161 h9169,h9171,69,68,51 50 h9164,a9166,49154,a9156,150,65,4,5,47,49160,&9170,22 19 49165, 49155 65279,10 addons.mozilla.org 9,10,11,35 (% - 373
Z,h9172,136,135,57 56, 49167 49157 ,132,53 49159 ,49161 49169 49171, 69 68,51,50 49164,&9166,4915&,49156 150,65 A,5,47,49160 49170,22,19 49165,&9155,65279,10 addons.mozilla.org 9,10,11,35 0 - 37:
2,h9172,136,135,57,56,&9167 49157,132,53 49159 ,49161 49169 49171,69,68,51 50 4916&,&9166,&9154,49156 150,65,4 5,47 ,49160 49170,22,19 b9165,49155,65279,10 addons.mozilla.org 9,10,11,35 ) - -
2,h9172,57,56,49167,h9157,53,b9159,h9161 49169 ,49171 51,50, 49164 49166 ,49154 49156, 4,5, 47 49160 49170,22,19 49165 49155 ,65279,10 mail.m57.biz ,10,11 (empty) - eb174080bf8cf201e351ea15b5696h2e8dd7c91c531
2,49172,136,135 57,56 ,49167 49157 ,132,53 49159 ,49161 49169 h9171,69,68,51,50 49164 49166 ,49154 49156 150,65,&,5,A7,49160,h9170,22,19,49165,&9155,65279,10 pfs.mozilla.org 9,10,11,35 (empty) - 258fdb9eab
2 49172,57,56 49167 , 49157 53,49159 49161 ,49169 49171 51,50,4916&,&9166,b9154,49156,4,5,47,49160,A9170,22,19,b9165,h9155,65279,10 mail.m57.biz 9,10,11 (empty) - eb17h080bf8cf201e351e415b5696h2e8dd7c91c53
10 9,100,98,3,6,19,18,99 - (empty) (empty) - eb174080bf8cf201e351ea15b5696h2e8dd7c91c53edd010fcdf11ef6a2d2bfb (empty) F - - - - - - - - -
10 9,100,98,3,6,1 ,18,99 - (empty) (empty) - eb17h080bf8cf201e351eb15b5696h2e8dd7c91c53edd01cfcdfllef642d2bfb (empty) F - - - - - - - - -
s T AT el G te]e) - (empty) (empty) - eb174080bf8cf201e351e415b5696b2e8dd7c91c53edd01cfcdfllef642d2bfb (empty) F - - - - - - - - -
11ef642d2bfb (empty) F - - - - - - -

eb174080bf80f201e351eh15b
At = A

-~ r

53edd010fcdf

47,&9160,&917

855501e59d

0,22,19,&9165,&9155,65
(empty) F
tamntv) F

279,10

aus?2.mozilla.org
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0,10,11,35

0,10,11,35 0 = 4
B O DR S B 17 h79607a00592f7h5776dcdf



How do you get contributors?
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Getting contributors

Asking gets you surprisingly far
Operations often are interesting in helping you
[t pays off to have good long-term relationships

People that do this operationally already have monitoring, hardware, etc
So you get the data without having to spend your research money on it

But - you don’t control the data pipeline - so you can’t guarantee its accuracy or bias
Software updates are hard

Think about schemas early
Make them extensible
You probably still will end up with a mess :)



l.essons so far

Setting passive measurements up correctly takes time
Think about ethics early

Validate your measurements - and continue re-checking them.
Things can (and will) break.

Debugging these issues can take a lot of time
[t is not always possible to fix things easily, even when you identified the issue

External contributors are great - but you don’t control the pipeline



Part 2

TLS and Protocol Weirdnesses
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TLS Versions

TLSv12

TLSv11
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Negotiated RSA vs forward secret
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Coming of Age: A Longitudinal Study of TLS Deployment

P. Kotzias, A. Razaghpanah, J. Amann, K. Paterson, N. Vallina-Rodriguez, J. Caballero, IMC 2018



Whatis a certificate?

Version 3 (0x2)

Serial 0b:52:36:05:c5:be:20...

Signature Algorithm sha256WithRSAEncryption

Issuer C =US, O = Google Trust Services LLC, |...]
Valid NotBefore Feb 28 02:21:45 2022 GMT

Valid NotAfter May 23 02:21:44 2022 GMT

Subject CN = *.google.com

SPKI (Key Information) [...]

Extensions [...]



http://google.com

What's weird about this one?

Version 3 (0x2)

Serial 0b:52:36:05:[..]

Signature Algorithm sha256WithRSAEncryption
Issuer CN=idrac-[...], O=Dell Inc.
Valid NotBefore Feb 28 14:52:00 2016 GMT
Valid NotAfter Feb 29 14:52:00 2026 GMT
Subject CN=idrac-|...], O=Dell Inc.
SPKI (Key Information) [...]

Extensions [...]



What's weird about this one?

Version

Serial

Signature Algorithm
Issuer

Valid NotBefore

Valid NotAfter

Subject

SPKI (Key Information)
Extensions

3 (0x2)

0b:52:36:05:]..]
sha256WithRSAENcryption
CN—idraC—[ ], O=Dell Inc.

_Feb 28.14:52:00.2046 GMT
€ Feb 29 14 52 00 2026 GM

hCN —idracel. c Sell Inc.
[...]

[..]

= )

®)



Onelast one

serial  gtl]
Issuer  O=AcronisING, [...] CN = Datacenter CA
SPKI (Key Information) ]




Onelast one

Version

Serial

Signature Algorithm
Issuer

Valid NotBefore

Valid NotAfter

Subject

SPKI (Key Information)
Extensions

0P
. &~

|..]
sha256WithRSAENcryption

O = Acronis INGC, [...] CN = Datacenter CA
Jul 4 06:55:07 2019 GMT

Jul 3 06:55:07 2022 GMT

CN = Registration Server CA, |...]

..]
[..]






Client | Server

certificate list

This 1s a sequence (chain) of certificates. The sender's
certificate MUST come first in the list. Each following

certificate MUST directly certify the one preceding i1t. Because
certificate validation requires that root keys be distributed
independently, the self-signed certificate that specifies the root
certificate authority MAY be omitted from the chain, under the
assumption that the remote end must already possess 1t 1n order to

validate i1t i1n any case.

Encrypted application data







In Practice...

End-host certificate No intermediates - common on Microsoft properties

End-host certificate

Old End-host certificate Old certificates, or test certificates in the chain

Intermediates

Also - data after the certificate. Typically ignored during parsing.



ICer'tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ256Wi1thRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 ©00:00:00 2016 GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URI:http://ss.symcb.com/ss.crt

CT Precertificate SCTs:
. .Random string goes here




ICer'tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ256Wi1thRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 ©00:00:00 2016 GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URT:http://ss.symcbh.com/ss.crt

.l Precertificate SCTs:
. .Random string goes here




: hl=2 1= 3 prim:
58: hl=Z2 l= 36 prim:
96: hl=2 1= 87 cons:

98 : hl=2 1= 8 prim:
908:d=5 hl=2 l= 75 prim:

63622E636F0D2F 7/3732E637274

985:d=4 hl=2 l= 39 cons:
987:d=5 hl=2 1= 1@ prim:

OBJECT
OCTET STRING
SEQUENCE
OBJECT
OCTET STRING

SEQUENCE
OBJECT
OCTET STRING

: X509v3 CRL Distribution Points
[HEX DUMP] :30223020A01EAR1C861A687474703A2F2F73732E73796D63622E636F6D2F 73732E63726C

:Authority Information Access
[HEX DUMP] :3049301F06082B060105050730018613687474703A2F2F73732E73796D63642E636F6D3026¢

:CT Precertificate SCTs

999:d=5 hl=2 l= 25 prim:

[HEX DUMP]:0C1752616E646F6D20737472696E6720676F65732068657265



hl=2
hl=2
: hl=2 1= 87 cons: SEQUENCE
98 : hl=2 1= 8 prim: OBJECT :Authority Information Access
908:d=5 hl=2 1= 75 prim: OCTET STRING [HEX DUMP] :3049301F06082B060105050730018613687474703A2F2F73732E73796D63642E636F0D3026¢
63622E636F6D2F73732E637274

985:d=4 hl=2 l= 39 cons: SEQUENCE

987:d=5 hl=2 1= 1@ prim: OBJECT :CT Precertificate SCTs

999:d=5 hl=2 1= 25 prim: OCTET STRING [HEX DUMP]:0C1752616E646F6D207374726960E6720676F065732068657265

3 prim: OBJECT : X509v3 CRL Distribution Points
36 prim: OCTET STRING [HEX DUMP]:30223020A01EAR1C861A687474703A2F2F73732E73796D63622E636F0D2F73732E63726C

1
1

$ openssl asnlparse -in invalidsct.crt -inform der -strparse 999
Q:d=0 hl=2 l= 23 prim: UTFESTRING :Random string goes here




Normal SCT

CT Precertificate SCTs:
Si1ghed Certificate Timestamp:

Version . v1(@)

Log ID : DD:EB:1D:2B:7A:@D:4F :Ac:20:8B:
ZE:8E:9D:01:D5:5C:88:8D:3D:11:

Timestamp : Aug 17 17:25:11.747 2016 GMT

Extensions: none

Sighature : ecdsa-with-SHAZ56
30:46:02:21:00:B9:6C:2B:9A:D5:
E6:09:5E:C0:51:47:24:D5:DE:37:
FD:oB:A4:A6:31:02:21:00:ED:0C:
DD:DD:06:B4:80:D6:42:FC:F4:C5:
9F:41:61:91:BB:B1:73:86

Si1ghed Certificate Timestamp:

Version . v1(@)

Log ID : A4:B9:09:90:B4:18:58:14:8/7:BB:
3C:35:98:04:F9:1B:DF :B8:E3:77:

Timestamp : Aug 17 17:25:11.810 2016 GMT

Extensions: none

Sighature : ecdsa-with-SHAZ56
30:45:02:21:00:C4:A9:7D:4B:93:
D9:5B:CB:¥91:35:44:97:7A:9B:E9:
16:4B:88:5E:AC:02:20:102:9D:1E:
A9:25:BE:8F:00:8E:26:26:2D:D8:
35:86:0D:B8:EC:B3:D4




ICer'tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ256Wi1thRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 ©00:00:00 2016 GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URI:http://ss.symcb.com/ss.crt

CT Precertificate SCTs:
. .Random string goes here




A small list of things we have seen:

Invalid hostnames

Invalid certificate versions...

Extra certificates

Unordered certificates

Missing certificates

Extra bytes after certificates

Data that is not certificates

Autogenerated certificates

Certificates with unusual choices in algorithms

Fake certificates



Takeaways

Check how your measurement infrastructure deals with outliers/edge behavior
There will be something that you did not think of

If something seems weird - dig into it.
[t is fun - and there is a chance that you will find something interesting.

When writing papers, figuring out all the edge-cases takes quite a while.
This stings, especially when you are rejected - lots of repeated work



Consider capturing your traffic...

...even when you perform active measurements

* You get repeatability

* You can go back to the raw data and check for things you might have missed...
» Unimplemented protocol features
* Responses that you recorded wrong

* This works even for encrypted traffic - you can save your key material!



Thank you

This work would not have been possible without the work of a lot of other people. Thank
you very much to Robin Sommer, Christian Kreibich, Seth Hall, Matthias Vallentin, Aashish
Sharma, Vern Paxson, Ralph Holz, Jens Hiller, Platon Kotzias, Kenny Paterson - and many
others that worked on this over the years.

[ also want to thank our data providers - many contributed data for years, fixed problems
for us, helped us diagnose problems, explained their network setups to us, etc.

And finally - thank you to the photographers of Unsplash.






